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1. Introduction

1.1.Purpose.

The purpose of this document is to communicatesdfisvare requirements and
functional design for the InnoVote ReliaVote Pretigdition software. The
document provides a detailed description of fum@lpperformance, and security
requirements, design constraints, and classesrsdpg who will be using the
software.

The intended audience of this document is the dgeeland any other persons
interested in the project, including election refaactivists, computer security
professionals, political figures with an intereselection reform, and potential
buyers of the design.

1.2.Scope.

InnoVote ReliaVote Precinct Edition (PE) is one gament of an interoperable line
of products. It is a software product designedxecute on a standard commercially
available Intel™ or Macintosh™-compatible computer.

ReliaVote PE will send and receive input from anying equipment executing
InnoVote SecureDRE [ref. 7] and InnoVote CardReqads. 1 and 2]. ReliaVote
PE will store election data received from thesalpobs in a secure electronic
database for later transmission to a central tatwula

ReliaVote PE will also have the ability to initiatertain operations on the
SecureDRE and CardReader software by sendingrdatsntissions to these products
in a form that they will be able to recognize. Twetails of the operations that
ReliaVote PE can initiate on external machineslmafound in references [2] and [7].

Current vote tabulation software is insecure aneliable. Existing tabulators,
which are used in voting sites across the UnitedeSt have had numerous and severe
documented errors and security problems, incluthegollowing:

» Little to no protection of vote tallies from tampey

* The suspicion of pre-election and pre-recount nggif tabulators
» Unverified updates being made to election software

* Public online access to sensitive operations ditiele software

ReliaVote PE is a highly secure and accountableesysvith strong anti-fraud

protection. Election data are heavily protectethlficom errors and from tampering.
In the event that data stored on a ReliaVote PEhmaare compromised, the system
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will detect this and inform the users (presumalidgton officials) of it, at which

point they can act in a manner prescribed by lath véspect to ensuring the integrity
of the data. As is described in references [4],d6d [7], other InnoVote products
have built-in security measures to ensure thatadtlone uncompromised copy of an
election’s data will remain.

1.3.References.

[1] Thead, E.InnoVote CardReader Hardware Requirements Overview, 2005.

[2] Thead, E.InnoVote CardReader Functional Design, 2005.

[3] Thead, E.InnoVote Database Detailed Design, 2005.

[4] Thead, E.InnoVote MyVotronic Hardware and Operating System Overview,
2005.

[5] Thead, E.InnoVote Network Detailed Design, 2005.

[6] Thead, E.InnoVote ReliaVote Central Server Functional Design, 2005.

[7] Thead, E.InnoVote SecureDRE Functional Design, 2005.

[8] Thead, E.InnoVote Database Access Matrix, 2005.

[9] Thead, E.Security Analysis of InnoVote Products, 2005.

1.4.Overview.

The remainder of this document is organized infdflewing fashion:

Section 2: Provides overall description of thetatys including product functions,
user classes, assumptions, and generalized deméesien

Section 3: Provides specific requirements inclgdumctional requirements,
performance requirements, and security requirements

Section 4: Provides supporting figures and tafdesformation in other sections of
the document.
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2. Overall Description

2.1.Product Functions.

ReliaVote Precinct Edition will need to perform fioedlowing basic functions:

1.

wn

7.

8.
9

Provide user authentication measures to ensatend unauthorized persons
may use the software

Provide user management features to add, maityremove software users
Detect all voting equipment in the precinct withich it will have to
communicate

Detect the county’s central computer with whichill communicate

Accept data transfers from the ReliaVote Cer8mler software product to
“program” the machine, or, alternatively, allow seuto program it directly.
This involves adding and/or modifying entries int&lzase tables.

Send data transfers to a SecureDRE-compatible m&chine to “program”
the machine.

Send data transfers to a CardReader-compadtlitet bcanner to “program”
the machine.

Accept real-time vote data from voting equipmerthe network

Send a signal to all voting equipment in thecpret to indicate that the
election is ended

10. Lock input from and output to hardware wherekattion is over

11. Unlock hardware to allow input and output

12. Receive final vote information and tallies freoting equipment

13. Check the finalized votes and tallies agaiasheother and against the real-

time votes, and disallow further transmission dréhare anomalies

14. Send the final verified vote results and taltiee central PC

15. Display precinct-level election results

16. Accept, verify, and display recount resultsrfrGardReader

17. Maintain error logs for itself and receive eriags from voting equipment in

the network
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2.2.User Classes.

2.2.1. Administrator user class

The Administrator user class represents any pesanhas the legal authority to use
a computer in the possession of a Board of Elestand view the results of an
election. This class of user will need to initiafgerations that modify sensitive
tables in the InnoVote Database but shawldhave direct access to the Database.

Administrator privileges are granted to any useowuhs knowledge of a correct user
name and password for ReliaVote PE.

An Administrator does not have direct access tdtambase. Any requests for
modifications to the database will be performethatSystem privilege level.

2.2.2. System user

The System shall function as a user class. It tneistble to perform any operation
necessary on the hardware and data stored in shensywithin the permission
scheme of the computer’s operating system. Op&rain software functions
initiated by Administrators may be executed at 8yslevel. These functions are
described in 83 of this document.

The System will in theory have full access to ttedbase at all times, but the
software must be coded so that it willgractice not perform certain damaging
operations to the Database, and that no humarougsternal machine will be able
to interact with ReliaVote PE with System privilesgeAdditionally, the Database
shall be configured to disallow certain actiongdrence 2].
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2.3.Assumptions and Dependencies.

2.3.1. Hardware platform assumption

The document assumes that InnoVote ReliaVote PEexdicute on an Intel- or
Macintosh-compatible processor. It should existarsions for at least the following
operating system families: Microsoft® Windows®, dffdosh® OS X®, and Linux.

2.3.2. Internet connectivity assumption

The document assumes that hardware running Innd¥eliaVote PE will be
connected to a TCP/IP-compatible network duringaipen. IP version 6 is not
necessary for correct operation of ReliaVote PEjtidpes provide extra security
benefits.

2.3.3. Single-user assumption

The document assumes that ReliaVote PE is a susgesoftware product.
Although there is no provision for user profilegldagins, it is conceivable that
ReliaVote PE could receive instructions from mdrant one concurrent source or
“user,” as defined by the User Classes (§2.2)imdbcument.

For any set of operations that could potentiallyrbeonflict, the operation currently

being executed by the System user has preced@&ed.are operations that were
initiated by Administrators.
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2.4.Deployment of the Software.

Figure 1 shows the deployment diagram for all Ino@jroducts and necessary
third-party components. Items that this documescdbes are surrounded with thick

boxes.

Figure 1. Deployment Diagram.
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3. Specific Requirements

3.1.Functional Requirements.

The features described in this section are operaitioat are necessary for correct and
useful operation of the ReliaVote PE software pobdu

3.1.1. System Feature 1: Detect all equipmentint he network

3.1.1.1. Purposeof Feature
This feature allows the system to obtain a listlbEquipment that is connected to
the precinct computer over a private network. $ystem will also obtain
detailed information about each device and stdrinalinformation it obtains.
This feature will need to be able to immediateltedethe following changes to
the network configuration:

* Addition of a new device to the network

* Removal of a device from the network

* Any change to any device attribute for which Reb#&/PE is maintaining

a record

3.1.1.2. Stimulus-Response Sequence

1. The system employs a stable network routingrdlgo to determine what
devices are connected to the network.

2. The system creates a unique network identiboaior each device.

3. The system records the IP address of each device

4. The system sends a data transmission to eaatedequesting its type of
equipment, its hardware version, its software wersand its current status.

5. The system receives a data transmission froim @aace containing the

requested information.

The system stores the information it received.

The system records an entry in its Events tablee Database indicating the

successful configuration of the network.

N

3.1.1.3. Dependencies

This operation requires the completion of no ofBystem Features before it can
begin execution.

This feature is restricted by Security Feature$.imit changes to Database on
Election Day,” and 8, “Block all ports except on&lie operation requires
Security Features 2, “Verify identity of data tramgers,” 3, “Encrypt
Database tables,” 7, “Encrypt outbound data,” ardB®ck all ports except
three.”
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3.1.2. System Feature 2: Login a user

3.1.2.1. Purposeof Feature
This feature allows the system to authenticat@edtusername and grant the
user privileges to perform the remainder of theéesysfeatures.

3.1.2.2. Stimulus-Response Sequence

A user indicates to the system that he or skkbesi to login.

The system prompts the user for a username.

The user inputs a username to the system.

The system validates the username againstaf lissernames.

The operation of the system depends on thetres8tep 4.

a. If the user’'s username is present on the systksh’ the system executes
Steps 6 — 9.

b. If the user’'s username is not present, the gysdisplays an error message
indicating that the username is not valid and rsvier Step 2.

The system prompts the user for a password.

The user inputs a password to the system.

The system validates the password against eyoad stored for the

username that the user is attempting to use.

9. The operation of the system depends on thetres8ltep 8.

a. If the user’s password matches the passwordhbatystem has stored,
then the system executes Steps 10 — 11.

b. If the user’s password is not correct, the sysdesplays an error message
indicating that the password is not valid and res/&ry Step 6.

c. If the user inputs an incorrect password 5 coutsee times for a
particular username, the system reverts to SteZ@eates an entry in its
Events Database table indicating that a user iapumhcorrect password 5
times. The entry also contains the username hleaiser was attempting
to use and the date and time of each login attempt.

10. The system creates an entry in its Events tatlleating that the username
has logged in. This entry also contains the datktiane of the login and the
number of attempts that the user required to itipaitorrect password.

11. The system displays the ReliaVote PE main sd@éhe user and grants the
user Administrator privileges, and with this, th@lity to perform the
remainder of the System Features.

agrwnE

© N o

3.1.2.3. Dependencies

This operation requires the completion of no ofBystem Features before it can
begin execution. Conditionalf a user is already logged in, then that user
must logout before a new user can login. Relia\REds not a multi-user
software product.
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3.1.3. System Feature 3: Configure the Database

3.1.3.1. Purposeof Feature

This feature allows an authenticated user to stotlee Database lists of election
information, plus all contests, candidates/ballatians, and political parties that
are participating in the election. Alternativellye feature allows the system to
accept programming from an authenticated Relia\G&eomputer.

It should be noted that either source of data é& asReliaVote CS) can
overwrite programming written by the other.

3.1.3.2. Stimulus-Response Sequence
1. A user indicates to the system that he or skbesi to configure the Database.
2. The system displays an interface for the usergot the contests, candidates/
ballot options, political parties, and any pertingrfiormation about the data
items. This interface allows the user to add, fyp@ind delete entries.
3. The system reads the item input by the usetl@dequested operation to
perform on it.
4. The system attempts to perform the operation.
5. The system’s operation depends on the resdtey 4.
a. If the operation is permitted by the databaseagament system, the
system executes it.
b. If the operation is not permitted, the systejaats it and displays a
message to the user indicating the reason foejigstion.
6. The system reverts to Step 2 and continuesetipgesice of steps until the user
indicates that he or she is finished.
The system reads the user’s input indicatingatetion of the configuring.
The system records an entry in its Events Damabable and displays the
ReliaVote PE main screen to the user.

o~

3.1.3.3. Alternate Stimulus-Response Sequence

1. The system receives a data transmission fromeh#&al computer containing

Database configuration instructions and data. fraissmission can contain

requests to add, modify, and/or delete entriesataBase tables.

The system attempts to perform the operations.

The system’s operation depends on the res@teys 2.

a. If the operation is permitted by the databaseagament system, the
system executes it.

b. If the operation is not permitted, the systejeats it and logs an error
message in its “Events” Database table.

4. The system sends an acknowledgment to the teotrgputer detailing which
transmissions were successfully performed and wiite rejected.

wnN
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3.1.3.4. Dependencies

Stimulus-Response Sequence 3.1.3.2 requires tieessfal completion of
System Feature 2, “Login a user,” before it canifbegecution.

Stimulus-Response Sequence 3.1.3.2. is restrigt&eburity Feature 4, “Limit
changes to Database on Election Day.” The feaaqeires Security Feature
7, “Database login.”

Stimulus-Response Sequence 3.1.3.3 requires tleessial completion of
System Feature 16, “Detect central computer,” leefiocan begin execution.

Stimulus-Response Sequence 3.1.3.3. requiresif§el€aatures 1, “Verify
identity of data transmitters,” and 6, “Encrypt lootind data.”
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3.1.4. System Feature 4: Program the SecureDRE mac hines

3.1.4.1. Purposeof Feature
This feature allows the system to configure theabase of any SecureDRE-
compatible voting machine over a network.

3.1.4.2. Stimulus-Response Sequence

1. The user indicates to the system that he/sheewit program the database of
one or more SecureDRE-compatible voting machineth@metwork.

2. The system displays a list of all SecureDRE-catibfe voting machines that
it has detected.

3. The user selects either a single machine onpheilnachines to program.

4. The system creates a copy in RAM of the conteatsdidates, and political
parties that are stored in the Database tables.

5. The system sends the data to the selected $¥RHreompatible voting
machine or machines.

6. The system receives a notification from the nra&(s) of the machine’s
success or failure to add the data.

7. The system’s operation depends on the resuiseqf 6.

a. If the notification indicates a success, théesygecords an entry in its
Events Database table and displays a message tig¢héhat the data
were successfully added to the machine.

b. If the notification indicates a failure, the ®m® displays a message to the
user that the programming failed. This message@atains the error
code and error message sent by the voting machine.

8. The system displays the ReliaVote PE main screen

3.1.4.3. Dependencies

This feature requires the successful completioBystem Features 1, “Detect all
equipment in network,” and 3, “Configure the Datsdya before it can begin
execution.

This feature is restricted by Security Featurel4mfit changes to Database on
Election Day.” It requires Security Features 1efNy identity of data
transmitters,” 6, “Encrypt outbound data,” and Database login.”
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3.1.5. System Feature 5: Accept real-time data fro m SecureDRE

3.1.5.1. Purposeof Feature
This feature allows the system to accept and sealetime vote data
transmissions from a SecureDRE-compatible system.

3.1.5.2. Stimulus-Response Sequence

1. The system receives a request from a Secure@Rtpatible voting machine
to transmit real-time vote data.

2. The system sends a response to the voting neakking for its real-time
data.

3. The system receives the data from the votinghmac

4. The system attempts to add the data to the Bsg¢alauthenticating itself to
the Database.

5. The system’s operation depends on the resdtey 4.

a. If the system successfully added the data tD#iabase, it transmits a
response to the machine that the data were suatigssfded and
executes Step 9.

b. If the system failed to add the data to the Deasa, it transmits a response
to the machine that the data were rejected andueeeSteps 6 — 9.

6. The system creates an entry in the “Events&tabhtaining the error code,
the machine on which the error occurred, the datktine of the error, and
any other error information.

7. The system displays a message to the usehthdiata were rejected from the
Database and gives the user the option of eitlsenidsing the message or
locking the voting machine on which the data oréd@d. This message also
contains any error codes and error messages geddnathe database
management system.

8. The system processes the user’s input from Bteponditional If the user

chose to lock the voting machine, the system erscBystem Feature 8,

“Lock a SecureDRE-compatible machine.”

The system records an entry in its Events Damabable and displays the

ReliaVote PE main screen.

©

3.1.5.3. Dependencies

This feature requires the successful completioBystem Feature 4, “Program the
SecureDRE Software,” before it can begin execution.

This feature requires Security Features 1, “Veadgntity of data transmitters,” 2,
“Encrypt Database tables,” 6, “Encrypt outboundagdadnd 7, “Database
login.”. Itis restricted by Security Feature &éstrict data flow to Database
tables.”
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3.1.6. System Feature 6: Program the CardReader so ftware

3.1.6.1. Purposeof Feature
This feature allows the system to configure theabase and ballot scanner of any
CardReader-compatible ballot-scanning machine avextwork.

3.1.6.2. Stimulus-Response Sequence
1. The user indicates to the system that he/sheewit program the database of
one or more CardReader-compatible ballot-scanniaghines on the

network.

2. The system displays a list of all CardReaderatible ballot-scanning
machines that it has detected.

3. The user selects either a single machine ornpheilinachines to program.

4. The system creates a copy in RAM of the contestsdidates, and political
parties that are stored in the Database tables.

5. The system sends the data to the selected CadldReompatible machine or
machines.

6. The system receives a notification from the nraa(s) of the machine’s
success or failure to add the data.

7. The system’s operation depends on the resuseqf 6.

a. If the notification indicates a success, théeysisplays a message to the
user that the data were successfully added to Huhime.

b. If the notification indicates a failure, the @ displays a message to the
user that the programming failed. This message@atains the error
code and error message sent by the machine.

8. The system records a message in the Events &atadible indicating the
success or failure of the configuration.

3.1.6.3. Dependencies

This feature requires the successful completioBystem Features 1, “Detect all
equipment in network,” and 3, “Configure the Datsdya before it can begin
execution.

This feature is restricted by Security Featureldmft changes to Database on
Election Day.”. It requires Security Features\lefify identity of data
transmitters,” 6, “Encrypt outbound data,” and Database login.”
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3.1.7.

System Feature 7: Program the CardReader ba llot scanner

3.1.7.1. Purposeof Feature

This feature allows a user to map areas of a badladering to specific ballot
options that are stored in the Database and tsrtréirthe configuration to one or
more CardReader-compatible ballot-scanning machm#ése network.

3.1.7.2. Stimulus-Response Sequence

1.

2.
3.

7.
8.

9.

The user indicates that he/she wishes to proginarballot scanner on the
CardReader machine.

The system displays an electronic renderingsamaple ballot to the user.

The user indicates to the system which are#isedballot are to be scanned for
markings.

For each area of the ballot that the user seldw system prompts the user to
associate it with an entry in the “Running” Databéable (a combination of a
precinct, contest, and candidate).

The system maps the candidate-contest-pregmictroto the user-selected
ballot area, overwriting any existing mapping foe ballot area and ballot
option.

The system repeats steps 4 and 5 until theindieates that he/she has
finished configuring the ballot scanreed all candidate/contest combinations
in the Database for a particular precinct are mdppe

The system creates a copy in RAM of the conégan.

The system sends the data to the selected CaddReompatible machine or
machines.

The system receives a notification from the nrag(s) of the machine’s
success or failure to add the data.

10. The system’s operation depends on the resuBtep 9.

a. If the notification indicates a success, théesydogs a message in the
“Events” database table indicating the configurageent and displays a
message to the user that the machine was sucdgssfmfigured.

b. If the notification indicates a failure, the ®m displays a message to the
user that the programming failed. This message@iatains the error
code and error message sent by the voting macfine.system records
an error message in the Events database table.

11. The system displays the ReliaVote PE main scree

3.1.7.3. Dependencies
This feature requires the successful completioBystem Feature 6, “Program the

CardReader software,” before it can begin execution

This feature is restricted by Security Featureldmft changes to Database on

Election Day.” It requires Security Features 1efMy identity of data
transmitters,” 6, “Encrypt outbound data,” and Database login.”
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3.1.8. System Feature 8: Accept real-time data fro m CardReader

3.1.8.1. Purposeof Feature
This feature allows the system to accept and sealetime vote data
transmissions from a CardReader system.

3.1.8.2. Stimulus-Response Sequence

1. The system receives a request from a CardReadepatible ballot-scanning

machine to transmit real-time vote data.

The system sends a response to the machinegdekiits real-time data.

The system receives the data from the machine.

The system attempts to add the data to the Bs¢ab

The system’s operation depends on the res@teyf 4.

a. If the system successfully added the data tD#tabase, it records an
entry in the Events Database table, transmitsores to the machine
that the data were successfully added, and exeStigs9.

b. If the system failed to add the data to the Deasa, it transmits a response
to the machine that the data were rejected andueeeSteps 6 — 9.

6. The system creates an entry in the Events talnigining the error code, the
machine on which the error occurred, the date ene of the error, and any
other error information.

7. The system displays a message to the usehthdiata were rejected from the
Database and allows the user to dismiss the mesJdue message also
contains any error codes and error messages geddnathe database
management system.

8. The system processes the user’s input from Btep

9. The system displays the ReliaVote PE main screen

abkwn

3.1.8.3. Dependencies

This feature requires the successful completioBystem Feature 7, “Program the
CardReader ballot scanner,” before it can begimc@iean.

This feature requires Security Features 1, “Veadgntity of data transmitters,” 2,
“Encrypt Database tables,” and 6, “Encrypt outbodath.” It is restricted by
Security Feature 3, “Restrict data flow to Databaddées.”
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3.1.9. System Feature 9: Lock a SecureDRE-compatib le machine

3.1.9.1. Purposeof Feature

This feature allows the system to instruct a My¥aotc or other SecureDRE-
compatible DRE machine to prevent the machine facoepting further input
from voters.

3.1.9.2. Stimulus-Response Sequence

1. The system transmits a data packet to a MyVatnmachine running
SecureDRE-compatible software. The packet contasteuctions to disable
all hardware input and output except for the My¥doic’'s network adapter.

2. The system receives a data transmission frorMiiéotronic indicating that
the voting machine has successfully locked its Wward.

3. The system records an entry in the Events Datatadble.

3.1.9.3. Dependencies

This feature requires the successful completioBystem Feature 2, “Login a
user,” before it can begin execution.

This feature requires Security Features 1, “VedBntity of data transmitters,”
and 6, “Encrypt outbound data.”
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3.1.10. System Feature 10: Unlock a SecureDRE-comp atible machine

3.1.10.1. Purpose of Feature
This feature allows the system to instruct a lockisd/otronic or other
SecureDRE-compatible DRE machine to allow inputfreoters.

3.1.10.2. Stimulus-Response Sequence

1. The system transmits a data packet to a lock@ddttonic machine running
SecureDRE-compatible software. The packet contasteuctions to break
the lock and allow input from and output to the Mytkbnic’s hardware.

2. The system receives a data transmission frorivifnéotronic indicating that
the voting machine has successfully unlocked itdware.

3. The system records an entry in the Events ds¢aiadle.

3.1.10.3. Dependencies

This feature requires the successful completioBystem Feature 9, “Lock a
SecureDRE-compatible machine,” before it can begecution.

This feature requires Security Features 1, “VedBntity of data transmitters,”
and 6, “Encrypt outbound data.”
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3.1.11. System Feature 11: End election

3.1.11.1. Purpose of Feature

This feature allows the system to end an electtwhsnd data transmissions to
all voting devices in the network instructing thaahines to disallow input. It
also blocks the ReliaVote PE software from accegpainy input from the
machines after the data transmission has been sent.

3.1.11.2. Stimulus-Response Sequence
1. The user indicates to the system that he/sheewi® declare the election over
for the precinct.
2. The system checks its internal time againsptileclosing time attribute in
the “Elections” table in the Database.
3. The system’s operation depends on the resdteys 2.
a. If the internal time is earlier than the polbgihg time, the system
disallows the operation and records an error irBents Database table.
b. If the internal time is later than the poll-dlugtime, the system performs
System Feature “Lock a SecureDRE-compatible mathomesvery
SecureDRE-compatible voting machine present im#teork. It records
an entry in the Events Database table.

3.1.11.3. Dependencies

This feature requires the completion of no Systemtiires to begin execution.

This feature requires Security Features 1, “VedBntity of data transmitters,” 6,
“Encrypt outbound data,” and 7, “Database logiit.is restricted by Security
Feature 4, “Limit changes to Database on Electiag.D
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3.1.12. System Feature 12: Accept final data from  SecureDRE

3.1.12.1. Purpose of Feature
This feature allows ReliaVote PE to accept andestioe final election results
from each SecureDRE-compatible voting machine énnétwork.

3.1.12.2. Stimulus-Response Sequence

1.
2.

3.
4.

8.
9

The system receives a request from a Secure@Rtpatible voting machine

to send its finalized vote tallies and “Votes” Dzdae table.

The system sends a response to the machinestemuies final tallies and

votes.

The system receives the data from the machine.

The system attempts to add the data to the Bs¢ab

The system’s operation depends on the res@tey 4.

a. If the system successfully added the data tD#tabase, it transmits a
response to the machine that the data were suattgssided, generates
an entry in the Events Database table, and exeSu¢gsO.

b. If the system failed to add the data to the Basda, it transmits a response
to the machine that the data were rejected anduee®eSteps 6 — 9.

The system creates an entry in the Events tabiaining the error code, the

machine on which the error occurred, the date e of the error, and any

other error information.

The system displays a message to the usehthdiata were rejected from the

Database and allows the user to dismiss the mes3dmge message also

contains any error codes and error messages geddnathe database

management system.

The system processes the user’s input from Btep

The system displays the ReliaVote PE main screen

3.1.12.3. Dependencies
This feature requires the successful completioBystem Feature 11, “End

election.”

This feature requires Security Features 1, “VedBntity of data transmitters,” 2,

“Encrypt Database tables,” 6, “Encrypt outboundadadnd 7, “Database
login.” It is restricted by Security Feature 3,€8trict data flow to Database

tables.”
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3.1.13. System Feature 13: Accept final data from  CardReader

3.1.13.1. Purpose of Feature
This feature allows ReliaVote PE to accept andestioe final election results
from each CardReader-compatible ballot-scanninghimadn the network.

3.1.13.2. Stimulus-Response Sequence

1.
2.

3.

8.
9

The system receives a request from a CardReadepatible ballot-scanning

machine to send its finalized vote tallies and ‘@&jtDatabase table.

The system sends a response to the machinestemuies final tallies and

votes.

The system receives the data from the machine.

The system attempts to add the data to the Bs¢ab

The system’s operation depends on the res@tey 4.

a. If the system successfully added the data tD#tabase, it transmits a
response to the machine that the data were suatigssfded, records an
entry in the Events Database table, and execusgsS5t

b. If the system failed to add the data to the Beasa, it transmits a response
to the machine that the data were rejected andute®Steps 6 — 9.

The system creates an error entry in the Exabte containing the error code,

the machine on which the error occurred, the datktiane of the error, and

any other error information.

The system displays a message to the usehthdiata were rejected from the

Database and allows the user to dismiss the mes3dme message also

contains any error codes and error messages geddnathe database

management system.

The system processes the user’s input from Btep

The system displays the ReliaVote PE main screen

3.1.13.3. Dependencies
This feature requires the successful completioBystem Feature 11, “End

election.”

This feature requires Security Features 1, “VedBntity of data transmitters,” 2,

“Encrypt Database tables,” 6, “Encrypt outboundadadnd 7, “Database
login.” It is restricted by Security Feature 3,€8rict data flow to Database
tables.”
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3.1.14. System Feature 14: Check voting results fo r anomalies

3.1.14.1. Purpose of Feature

This feature allows ReliaVote PE to check threacesiof election data — real-
time voting results, finalized votes, and final dafate tallies — for inconsist-
encies and anomalies. It prevents the furthestrassion of inconsistent data.

3.1.14.2. Stimulus-Response Sequence

1. The system creates copies in RAM of the Datatades containing ballots,
real-time individual votes, final individual voteasnd final candidate tallies.

2. The system parses the real-time vote table aludlates candidate tallies
from the entries in the table. It excludes anyesgdtom the tallies if they are
associated with an archived ballot.

3. The system parses the final vote table and leakicandidate tallies from the
entries in the table. It excludes any votes fromtallies if they are associated
with an archived ballot.

4. The system compares the two calculated candidbits to the separately
stored candidate tallies and to each other.

5. The system’s behavior depends on the resultepf 4.

a. If all three tallies are the same for every cadauig on the ballot, then the
system records a success entry in the Events,rpesf8ystem Feature 18,
“Send results to a central computer,” and exits s@quence of steps.

b. If any one of the three tallies for any candedatdifferent from the other
two, then the system performs Steps 6 — 9.

6. The system displays a prominent message tosreindicating that the vote

totals do not all match and recommends a recouthteopaper ballots.

The system blocks transmission of its vote tatae central computer.

The system generates entries in the Events itabie Database detailing

what has occurred.

9. The system transmits a message to the centrgdwer indicating that it has
encountered a tallying discrepancy. This messkgecantains a unique
identifier for the precinct or voting site.

o~

3.1.14.3. Dependencies
This feature requires the successful completioonef of the following:
a. System Features 15, “Accept final data from 8H2RE,” and 5, “Accept
real-time data from SecureDRE”
b. System Features 16, “Accept final data from Gaabler,” and 18,
“Accept real-time data from CardReader”
c. Both (a) and (b), if the network contains bod#t@eDRE- and
CardReader-compatible machines
This feature requires Security Features 1, “Veadgntity of data transmitters,” 2,
“Encrypt Database tables,” 6, “Encrypt outboundagdadnd 7, “Database
login.” It is restricted by Security Feature 3,€8rict data flow to Database
tables.”
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3.1.15. System Feature 15: Accept error records fr om SecureDRE

3.1.15.1. Purpose of Feature
This feature allows the ReliaVote PE system to picaed store error records
from all SecureDRE-compatible voting machines i tietwork.

3.1.15.2. Stimulus-Response Sequence

1.

ablrwn

8.
9

The system receives a request from a Secure@Rtpatible voting machine

to send an error record from its “Events” Dataliabée.

The system sends a response to the machinestemuigs error record.

The system receives the data from the machine.

The system attempts to add the record to iteitSvable in the Database.

The system’s operation depends on the res@teyf 4.

a. If the system successfully added the data tD#iabase, it transmits a
response to the machine that the data were suatigssfded and
executes Step 9.

b. If the system failed to add the data to the Deasa, it transmits a response
to the machine that the data were rejected andueeeSteps 6 — 9.

The system creates an entry in the Events tali@aining the error code, the

machine on which the error occurred, the date ene of the error, and any

other error information.

The system displays a message to the usehthdiata were rejected from the

Database and allows the user to dismiss the mesJdue message also

contains any error codes and error messages geddnathe database

management system.

The system processes the user’s input from Gtep

The system displays the ReliaVote PE main screen

3.1.15.3. Dependencies
This feature requires the successful completioBystem Feature 4, “Program the

SecureDRE software.”

This feature requires Security Features 1, “Veadgntity of data transmitters,” 6,

“Encrypt outbound data,” and 7, “Database login”.
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3.1.16. System Feature 16: Accept error records fr om CardReader

3.1.16.1. Purpose of Feature
This feature allows the ReliaVote PE system to picaed store error records
from all CardReader-compatible ballot readers enrttwork.

3.1.16.2. Stimulus-Response Sequence

1.

abkrwn

8.
9

The system receives a request from a CardReadepatible ballot-scanning

machine to send an error record from its “Eventatdbase table.

The system sends a response to the machinestemuigs error record.

The system receives the data from the machine.

The system attempts to add the record to iteitSvable in the Database.

The system’s operation depends on the res@teyf 4.

a. If the system successfully added the data tD#tiabase, it transmits a
response to the machine that the data were suatigssfded and
executes Step 9.

b. If the system failed to add the data to the Deasa, it transmits a response
to the machine that the data were rejected andueeeSteps 6 — 9.

The system creates an entry in the Events taiaining the error code, the

machine on which the error occurred, the date ene of the error, and any

other error information.

The system displays a message to the usehthadiata were rejected from the

Database and allows the user to dismiss the mesJdue message also

contains any error codes and error messages geddnathe database

management system.

The system processes the user’s input from Gtep

The system displays the ReliaVote PE main screen

3.1.16.3. Dependencies
This feature requires the successful completioBystem Feature 7, “Program the

CardReader ballot scanner.”

This feature requires Security Features 1, “Veadntity of data transmitters,” 6,

“Encrypt outbound data,” and 7, “Database login.”
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3.1.17. System Feature 17: Detect central computer

3.1.17.1. Purpose of Feature

This feature allows the precinct computer to esthld means of communication
with the county’s central computer, which is rurqiinnoVote ReliaVote CS or
compatible software.

3.1.17.2. Stimulus-Response Sequence

1. The system obtains the IP address of the cesdraputer and the port number
on which the ReliaVote Central Server softwaresighing for connections
from ReliaVote PE-compatible systems within therdgu (The system can
obtain this information either from a stored lisffilmm user input.)

2. The system accesses the county’s Kerberos samdeteceives a ticket for the
county server.

3. The system sends a “beacon” packet to the macttithe IP address and port
number that it has read. The packet containsuastns to send back a
particular response.

4. The behavior of the system depends on the ssicéeitep 3.

a. Ifthe IP address does not exist or the portberris not open, the system
does not receive any packet in response. It disfda error message after
a given period of time and records the event inrBhents table of the
Database. It then exits this series of steps.

b. If the packet was received but could not beyjged, the recipient sends
back a generic acknowledgment packet. The syskecuees Steps 5 - 7.

c. If the packet was received and decrypted, tbipient sends back the
correct data. The system stores the IP addresp@hdumber as the
correct address and port number for communicatiiom tive central
computer and records a success event in the Etadiés It then exits this
series of steps.

5. The system processes the packet and deterriatethé machine it sent its
packet to was not the central computer.

6. The system outputs an error message to theandarecords the event in the
Events table of the Database.

7. The system reverts to Step 1.

3.1.17.3. Dependencies

This feature requires the successful completioBystem Feature 2, “Login a
user,” before it can begin execution.

This feature requires Security Features 1, “VedBntity of data transmitters,” 6,
“Encrypt outbound data,” and 7, “Database login.”
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3.1.18. System Feature 18: Send results to a centr al computer

3.1.18.1. Purpose of Feature

This feature allows the system to transmit thel foaadidate tallies, individual
vote Database entries, and error records to aat¢abulation server. This step
can be performed on initial or recounted resukpethding on the state of the
system.

3.1.18.2. Stimulus-Response Sequence

1. The system determines whether it is in “Recddiotle.”

2. The system creates a plain-text copy in RAMhef‘otes” or (if it is in
Recount Mode) “Recount_Votes” Database table.

3. The system creates a plain-text copy in RAMhef‘Tallies” or (if it is in

Recount Mode) “Recount_Tallies” Database table.

The system creates a plain-text copy in RAMhef‘tEvents” Database table.

The system transmits the copies created in Step3 to the central computer.

The system receives an acknowledgment from i et computer

containing the precinct computer’s success or faita add the data to its own

database. Conditionalf the system receives notification of a failuite

reverts to Step 4.

7. The system records an entry in the Events talieating the success or
failure of the operation.

o gk

3.1.18.3. Dependencies
This feature requires the completion of the follogvbefore it can begin
execution:
a. System Feature 17, “Detect central computer”
b. At least one of Features 15, “Accept error rdsdrom SecureDRE,” and
16, “Accept error records from CardReader”
c. Atleast one of Features 14, “Check voting rssiar anomalies,” and 21,
“Accept recount results”
This feature requires Security Features 6, “Encoyfbound data,” and 1, “Verify
identity of data transmitters.”
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3.1.19. System Feature 19: Display precinct electi  on results

3.1.19.1. Purpose of Feature
This feature allows the system to display tall@sdandidates for its precinct.

3.1.19.2. Stimulus-Response Sequence

1. The user indicates to the system that he/sheewi® view the tallies for each
candidate for the precinct.

2. The system retrieves the entries from the Tatkble of the Database.

3. The system displays the results in a readalbihesgo

3.1.19.3. Dependencies

This feature requires the successful completioBystem Feature 14, “Check
voting results for anomalies,” before it can begxecution.

This feature requires Security Feature 2, “EncBgtabase tables.” It is
restricted by Security Features 3, “Restrict dete to Database tables,” and
7, “Database login.”
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3.1.20. System Feature 20: Detect and log errors

3.1.20.1. Purpose of Feature
This feature allows the system to detect except@muserrors and store auditable

information about them in the Database for lataiaeal.

3.1.20.2. Stimulus-Response Sequence

1.

2.

3.

6.

While performing an operation, ReliaVote PE amters an error or

exception.

ReliaVote PE attempts to write the contentdefdystem’s temporary

memory (hereafter the “memory dump”) to the hakdi

The system’s behavior depends on the type of #rat is encountered.

a. Ifitis a non-fatal error, ReliaVote PE recotls system error code,
identification of the machine where the error ocedr date of the error,
and time of the error in the “Events” DatabasedaliReliaVote PE also
records the type of error and an error messagep¥ided. It then
executes Steps 5 — 6.

b. Ifitis a fatal error that requires that Rel@¥ PE be restarted, ReliaVote
PE attempts to write the error code, date, tinterdype, and error
message to the hard disk. It then reboots andmpesf Steps 4 — 6.

The software restarts. ReliaVote PE reads &ne tlisk to determine whether

the software experienced a fatal error conditi@l#st time it shut down.

Since this was the case, ReliaVote PE reads theonystmmp from the hard

disk.

Using the system state information in the menthnyp, ReliaVote PE

attempts to continue or restart the operationwzet being performed when

the error occurred.

ReliaVote PE resumes normal operation.

3.1.20.3. Dependencies
This feature requires the completion of no othest&y Features before it can

begin execution. It does require that an errodden occur.

This feature requires Security Features 1, “VedBntity of data transmitters,” 2,

“Encrypt Database tables,” and 6, “Encrypt outbodath.”

ReliaVote Precinct Edition FD 180



3.1.21. System Feature 21: Accept and verify recou nt results

3.1.21.1. Purpose of Feature
This feature allows ReliaVote PE to accept andestioe recount results from a
CardReader-compatible ballot-scanning machineemttwork

3.1.21.2. Stimulus-Response Sequence
1. The system receives a request from a CardReadepatible ballot-scanning
machine to send its recounted vote tallies, upda#glbts table, and
“Recount_Votes” Database table.
The system sends a response to the machinestequigs data.
The system sets itself to be in “Recount Mode.”
The system receives the data from the machine.
The system checks the Ballots table of its Degalio determine if any ballots
that it has designated “Archived” have been inctliohethe recount.
Conditional If the system finds any such ballots, the vatesociated with
that ballot identification are excluded and theoret tally it received is
deducted for each candidate that had been votazhftire archived ballot.
6. The system checks the Ballots table for any axahived ballots that were not
included in the recount (i.e., whose recount flagat set)._Conditionallf
the system finds any such ballots, it displays asage to the user to that
effect and generates an entry in the Events talilprdoceeds with the
remainder of the steps.

abrwn

7. The system parses the Recount_Votes table dnuatas tallies for each
candidate or ballot option.
8. The system compares its tallies to the Recowllie$ figures._Conditional

If the two figures are different, the system diggla message to the user that
the tallies were anomalous and recommends thatstveconduct a hand
recount. It disallows the addition of the anomaloecount data and exits this
operation and generates an error entry in the Buabte.

9. The system attempts to add the data to the Bsg¢ab

10. The system’s operation depends on the restegf 9.

a. If the system successfully added the data tD#tabase, it transmits a
response to the machine that the data were suatigssfded, records a
success entry in the Events table, and executeslSte

b. If the system failed to add the data to the Bagda, it transmits a response
to the machine that the data were rejected anduee®eSteps 11 — 13.

11. The system creates an entry in the Events taiining the error code, the
machine on which the error occurred, the date e of the error, and any
other error information.

12. The system displays a message to the usehthdata were rejected from the
Database. This message also contains any erres @l error messages
generated by the database management system.

13. The system displays the ReliaVote PE main scree
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3.1.21.3. Dependencies

This feature requires the successful completioBystem Feature 11, “End
election,” before it can begin execution.

This feature requires Security Features 1, “VedBntity of data transmitters,” 2,
“Encrypt Database tables,” 6, “Encrypt outboundadadnd 7, “Database
login.” Itis restricted by Security Feature 3,€8rict data flow to Database
tables.”

3.1.22. System Feature 22: Display recount results

3.1.22.1. Purpose of Feature
This feature allows the system to display recoalties for candidates for its
precinct.

3.1.22.2. Stimulus-Response Sequence

1. The user indicates to the system that he/sheewi® view the results of a
ballot recount.

2. The system queries its Database for the recduaties.

3. The system displays the tallies to the userreadable format.

3.1.22.3. Dependencies

This feature requires the successful completioBystem Feature 21, “Accept
recount results,” before it can begin execution.

This feature requires Security Features 2, “EncBgitabase tables.” It is
restricted by Security Features 3, “Restrict dete to Database tables,” and
7, “Database login.”
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3.1.23. System Feature 23: Clear election results

3.1.23.1. Purpose of Feature

This feature allows the system to remove all va@taénd tallies from the
Database after an election is over and the dataalenger needed. This
operation can be performedly after a predetermined period of time after the day
set for Election Day. It should be noted here thatilts cannot be deleted in part;
this operation clears the entire Database tables i§ an anti-fraud mechanism.

3.1.23.2. Stimulus-Response Sequence

1. The user indicates to the system that he/sheewito clear the Database of
election results.

2. The system checks to ensure that enough timelapsed and that the
operation is allowed. Conditionalf enough time has not elapsed, the system
displays a message indicating that the operationatebe performed and exits
this operation.

3. The system attempts to delete all entries floenvfotes, Realtime_Votes,
Recount_Votes, Tallies, Recount_Tallies, and Bsltables in the Database.

4. The system records an entry in the Events falleating the success or
failure of the operation.

5. The system displays the ReliaVote PE main screen

3.1.23.3. Dependencies

This feature requires the successful completioBystem Feature 18, “Send
results to a central computer,” before it can begiecution.

This feature is restricted by Security Featurel4mfit changes to Database on
Election Day.” It requires Security Features 1efNy identity of data
transmitters,” 6, “Encrypt outbound data,” and Database login.”
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3.1.24. System Feature 24: Clear election results  from voting devices

3.1.24.1. Purpose of Feature

This feature allows the system to clear the elaatgsults of the Database of any
voting device on the network. This operation carpbrformednly after a
predetermined period of time after the day set&lection Day. It should be
noted here that results cannot be deleted in {héstpperation clears the entire
Database table. This is an anti-fraud mechanism.

3.1.24.2. Stimulus-Response Sequence

1. The user indicates to the system that he/sheewitd clear the election results

of one or more SecureDRE-compatible voting machimgSardReader-

compatible ballot scanners on the network.

The system displays a list of all voting equipti®at it has detected.

The user selects either a single machine ornplaithachines to clear.

The system sends the deletion instructionsesétected voting equipment.

The system receives a notification from the nraa(s) of the machine’s

success or failure to clear the data.

The system’s operation depends on the resuBsepf 6.

a. If the notification indicates a success, thégsyddisplays a message to the
user that the data were successfully deleted frmmtachine.

b. If the notification indicates a failure, the ®m displays a message to the
user that the deletion failed. This message astains the error code and
error message sent by the voting machine.

7. The system records an entry in the Events wdtigiling the success or failure
of the operation.

8. The system displays the ReliaVote PE main screen

abkwn

o

3.1.24.3. Dependencies

This feature requires the successful completioBystem Feature 23, “Clear
election results,” before it can begin execution.

This feature is restricted by Security Featurel4mfit changes to Database on
Election Day.” It requires Security Features 1efNy identity of data
transmitters,” 2, “Encrypt Database tables,” 6, Bt outbound data,” and
7, “Database login.”
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3.1.25. System Feature 25: View events

3.1.25.1. Purpose of Feature
This feature allows the user to view the eventsltage occurred during the
course of operation.

3.1.25.2. Stimulus-Response Sequence

1. The user indicates to the system that he onssiges to view the event log for
the software.

2. The software reads the entries in the Events tatihe Database and displays
this information in read-only format to the usdihe software allows the user
to dismiss the information.

3. The software processes the user’s input from 3te

4. The software displays the ReliaVote Precincti&aimain screen.

3.1.25.3. Dependencies

This feature requires the successful completioBystem Feature 2, “Login a
user,” before it can begin execution.

This feature requires Security Feature 7, “Datatage.”
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3.1.26. System Feature 26: Create a new user

3.1.26.1. Purpose of Feature
This feature allows the system to create new usegsavith Administrator
privileges.

3.1.26.2. Stimulus-Response Sequence

5. The user indicates to the system that he/sheewit create a new username.

6. The system prompts the user for the usernarbe tweated.

7. The user inputs a username to the system.

8. The system determines whether the requestedarsercontains invalid

characters. Conditionalf the system finds that the username contains

invalid characters, it displays a message to tlee arsd exits this sequence of

steps.

The system compares the requested usernamestagihiexisting usernames

to determine if it is a duplicate. Conditiondf the system finds that the

username already exists, it displays a messadpetoser and exits this

sequence of steps.

10. The system prompts the user for a passworthi®user.

11. The user inputs a password to the system.

12. The system determines whether the passwordfisisntly long.
Conditional If the password is shorter than a predetermieegth, the
system displays a message to the user and revestep 6.

13. The system assigns the new username Admimspavileges.

14. The system converts the new user’s passwadtsh value using a hash
encryption function.

15. The system stores the username, hashed passndrgrivilege level in its
list of users.

16. The system generates an event in the Evenésdathe Database.

©

3.1.26.3. Dependencies
This feature requires the successful completioBystem Feature 2, “Login a
user,” before it can begin execution.
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3.1.27. System Feature 27: Change a user’s passwor d

3.1.27.1. Purpose of Feature
This feature allows a user who is logged in to geamis/her password.

3.1.27.2. Stimulus-Response Sequence

1.

2.
3.
4.

No o

9.

The user indicates to the system that he/shieewito change his/her
password.

The system prompts the user for a new password.

The user inputs a password to the system.

The system determines whether the passwordfisiently long.
Conditional If the password is shorter than a predetermieegth, the
system displays a message to the user and revestep 2.

The system prompts the user to re-enter theyoadgdo confirm it.

The user inputs the password to the system.

The system determines whether the passwore isaime as the first password
that the user input._Conditionalf the passwords are different, then the
system displays a message to the user and exdtsdahuence of steps.
The system converts the new password to a hasbk using a hash
encryption function.

The system replaces the old hashed passwordveithew one in the list of
users.

10. The system generates an event in the Evenésdathe Database.

3.1.27.3. Dependencies
This feature requires the successful completioBystem Feature 2, “Login a

user,” before it can begin execution.
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3.1.28. System Feature 28: Delete a user

3.1.28.1. Purpose of Feature

This feature allows a user to delete another useerfeom the list of users. The
system does not allow the user to delete the userriaat is currently logged in;
this is to ensure that there is always at leastuseename that can login to the
system.

3.1.28.2. Stimulus-Response Sequence

1. The user indicates to the system that he/sheewit delete a username.

2. The system displays the list of all usernamekéaiser. The system also
provides the user with the opportunity to canceldperation.

3. The user makes a single selection on the list.

4. The system prompts the user to confirm the meletf the selected username.
The system also provides the user with the oppiyttm cancel the
operation.

5. The user indicates to the system that he/sheewifor the username to be
deleted.

6. The system determines if the username to beedkie currently logged in.
Conditional If the username is currently logged in, the systloes not allow
the deletion. It displays a message to the useait this sequence of steps.

7. The system removes the username, password riamidge level from the list
of users.

8. The system generates an event in the Events ¢élthe Database.

3.1.28.3. Dependencies
This feature requires the successful completioBystem Feature 2, “Login a
user,” before it can begin execution.
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3.1.29. System Feature 29: Manually logout a user

3.1.29.1. Purpose of Feature

This feature allows the system to logout a usegliaRote Precinct Edition allows
only one user at a time to be logged in; if a wgshes to use the software when
another one is logged on, the current one musuloiyst.

3.1.29.2. Stimulus-Response Sequence

1. The user indicates to the system that he/sheewit logout.

2. The system allows any currently executing fuordito finish and terminates
any that are not responding.

3. The system terminates the user’s session.

4. The system creates an entry in its Events thblethe username has logged
out. This entry also contains the date and timta@fogout.

3.1.29.3. Dependencies
This feature requires the successful completioBystem Feature 2, “Login a
user,” before it can begin execution.

3.1.30. System Feature 30: Automatically logouta  user

3.1.30.1. Purpose of Feature

This feature allows the system to automaticallynieate a user session when the
system has been idle for a certain period of tiffileis allows for security in case
the computer is left unattended for extended pesraddime.

3.1.30.2. Stimulus-Response Sequence

1. The system begins a timer after a given penoahich none of the system
events detailed in this document have executed.

2. If a system event executes, the system stopstiee and exits this sequence
of steps.

3. If the timer reaches a predetermined numbersyetem automatically logs
out the user that is logged in.

4. The system allows any currently executing fuorito finish and terminates

any that are not responding.

The system terminates the user’s session.

The system creates an entry in its Events tablethe username has logged

out. This entry also contains the date and timta@fogout.

oo

3.1.30.3. Dependencies
This feature requires the successful completioBystem Feature 2, “Login a
user,” before it can begin execution.
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3.2.Performance Requirements.

The features described in this section are req@ngésnthat are necessary for
ReliaVote Precinct Edition to perform in a reasdaamount of time.

3.2.1. Performance Requirement 1: Modify Database  quickly

Numerous features of ReliaVote Precinct Editiorunegichanges to be made to the
Database. Any operations involving the Databasst take place in an amount of
time that would be unnoticeable to a typical uddhe software.

As is described in 83.3, subsections, numerousatipas require that parts of the
Database employ cryptography for data protectiahraachine identity verification.
The cryptographic algorithms used must be exedatadeasonable amount of time
and be unnoticeable to a typical user.

3.2.2. Performance Requirement 2: Transmit and rec eive data quickly

ReliaVote Precinct Edition has to receive, transamtd process large amounts of
data. This requires that the computer have atcoesbroadband Internet connection
and a fast link between it and all machines withclhit will exchange data.
ReliaVote Precinct Edition itself must be able ¢oept the large amounts of data
without slowing its processing excessively or lgsamy of the data.
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3.3. Security Requirements.

The features described in this section are req@ndsithat are necessary to ensure
the integrity of election data generated and stbsethe ReliaVote Precinct Edition
software product.

3.3.1. Security Feature 1: Verify identity of data  transmitters

3.3.1.1. Purposeof Feature

This feature restricts the sources of data thdtbeilallowed to perform privileged
operations on ReliaVote PE. The precinct compisiee 83.3.5) limits access to
the private network, but in the event that it skidall, this security feature
protects the Database from malicious operationgeequires that any data
transfers processed by ReliaVote PE must havenattignl at the central computer
or a voting device located on the precinct’s nekwor

3.3.1.2. Characteristics of Feature

When any data transfers are received, the systdrohgick to ensure that they
have been encrypted. The details of this systengiaen in reference [5],
Network Detailed Design.

The keys will be managed by a Kerberos-compatiblerhkanagement system.
Systems whose keys the ReliaVote PE system witl aee the county’s central
computer, all voting devices on the private netwartd the system itself.

If ReliaVote PE determines that a packet was sgtiiéd machine it appears to be

from and intended for the machine that receivethén the packet will be
processed. Otherwise, the packet is discarded.
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3.3.2. Security Feature 2: Encrypt Database tables

3.3.2.1. Purposeof Feature
This feature provides for encryption of sensitivat&base tables in the ReliaVote
PE internal Database.

3.3.2.2. Characteristics of Feature

The Votes, Realtime_Votes, and Recount_Votes tabldse Database are highly
sensitive and must be protected with encryptioatd¢ast 128-bit strength when
not being modified. This encryption scheme casyremetric or asymmetric; the
two options are detailed in reference [3]. Thesk®ythis encryption system must
not be known or recoverable by human users.

The entire table is encrypted rather than individuries. This means that it is
not possible to add, modify, or delete entries glile table is encrypted.

When the System initiates an operation that inv@Iwee of these tables, it
decrypts the affected table, performs the operatenerates a new key, and re-
encrypts the table with the new key. This meansttie key is changed every
time an operation is performed on one of the tabldse software generates
different keys for each table.

3.3.3. Security Feature 3: Restrict data flow to D atabase tables

3.3.3.1. Purposeof Feature
This feature restricts traffic to sensitive tableshe Database.

3.3.3.2. Characteristics of Feature

The Votes, Realtime_Votes, and Recount_Votes tabldse Database are highly
sensitive. In addition to being protected by sirencryption and secret keys,
they are protected from access by operations tbatat originate on the local
computer. ReliaVote PE analyzes all incoming ¢haizkets to determine if they
contain instructions to modify or view either ok#e tables. If the packets
contain modification instructions, then the instros contained therein are
processed only if they originated on a voting maehn the precinct’'s network.
Otherwise, the packets are discarded. ReliaVoteh@8Id not be generating
such packets (ref. [6]), and their presence caudiccate that the system has been
compromised. Likewise, the only system that neéedsceive copies of precinct-
level vote tallies is the central server, and p&ckentaining such requests are
processed only if they originated on that compu#dt.packets that involve
Database operations are “repackaged” by the ReleaV& software as a
ReliaVote PE operation, so that the Database aglbgnize and execute them.
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3.3.4. Security Feature 4: Limit changes to Databa se on Election Day

3.34.1. Purposeof Feature
This feature restricts user access to particuldesan the Database for a time
period on and immediately after Election Day.

3.3.4.2. Characteristics of Feature

The Database contains numerous tables containiognation about candidates,
contests, and political parties. These tablesbeamodified by Administrators
until 12:00 A.M. on Election Day. At this time af the Database will be locked
from modification (except for the Ballots, Votesd®time_Votes, Tallies, and
Events tables) for a given period of time afterciten Day ends. Only the
System user can modify these tables during thisdawn.

3.3.5. Security Feature 5: Virtual private network

3.3.5.1. Purposeof Feature

This feature requires that the precinct computenimg ReliaVote PE must
manage a virtual private network (VPN) betweengtexinct’s private network
and the public Internet. The precinct computet bglthe communication point
between the public Internet and the private network

3.3.5.2. Characteristics of Feature

In a precinct, all MyVotronics and any other elentequipment (hereafter
“nodes”) will be connected to the Internet via av@tre network. The only node
with direct access to public IP addresses willHeegrecinct computer. The
precinct computer will filter traffic that is deséd for private nodes. If a data
transmission from the county’s computer requesdsttie precinct computer
initiate an operation on a private node, then tleeipct computer will generate a
new data transmission for the intended node, wstown IP address as the source
rather than the central computer’s. (It shoulechbtd that the destination node
will still discard the data packet if it contaimsstructions to modify a sensitive
Database table.) Traffic destined for a privatdenoriginating from any other IP
address is dropped.

Appendix A provides a graphical depiction of thegwsed network design.

Reference [5]innoVote Network Detailed Design, contains detailed network
prototypes and suggested network rules.
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3.3.6. Security Feature 6: Encrypt outbound data

3.3.6.1. Purposeof Feature
This feature requires that all data transfers dedtfor a machine external to the
precinct computer must be encrypted.

3.3.6.2. Characteristics of Feature
All outbound data transmissions from ReliaVote RAElve protected with
encryption of at least 192-bit strength.

The feature utilizes the same cryptosystem destiib&ecurity Feature 1.

3.3.7. Security Feature 7: Database login

3.3.7.1. Purposeof Feature

This feature requires that all accesses of theldaambe made by a verified
“user” that the database management system re@sgnizhis is to prevent
unauthorized SQL querying.

3.3.7.2. Characteristics of Feature

The database management system will recognizedha\Rte PE software as a
“user.” The software must authenticate itself witanakes any modification to
the Database. The database management systenotpiérmit anonymous SQL

guerying.

3.3.8. Security Feature 8: Block all ports except  three

3.3.8.1.Purpose of Feature

This feature requires all data ports on the prec@omputer will be blocked from
sending and receiving data transmissions excemrferover which the System
will exchange data with the county computer, onmectommunication with the
county Kerberos server, and one for the precincb&®s server.

3.3.8.2.Characteristics of Feature

ReliaVote PE will initiate connections on one dadat, and this port will be used
only by InnoVote software. Additionally, the cliginstallation of Kerberos
software will use data ports to communicate with kky servers for the precinct
and county networks. A hardware firewall will benfigured to disallow traffic
originating from or destined for any port otherritihe chosen ones. The firewall
must not permit any configurations that would pénmioming or outgoing

traffic from ports other than these on the computening ReliaVote PE. More
information about this is presentietwork Detailed Design [4].
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3.4.System Attributes

The attributes described in this section are, sni¢lserwise stated, general to the
ReliaVote PE software product rather than spetifia particular system feature.

3.4.1. Reliability

The ReliaVote PE software must experience normeggxon-free behavior at least
99.999 percent of the time. This would corresptando more than one exception
within a 24-hour period.

3.4.2. Availability

The ReliaVote PE software will execute on a comipuated all users must be
physically present to use it. Remote logins artgpeomitted. Availability is not an
issue with this software product.

3.4.3. Security

The security requirements of ReliaVote PrecinctiBdiare detailed in 83.3,
“Security Features.”

3.4.4. Maintainability

The system must be upgradable if necessary. Agsades must require no changes
to the existing relational schema for the Databd3sy must not compromise any
Security Features of the software.

3.4.5. Portability

The software must execute on any Intel- or Macimosmpatible uniprocessor
computer system.
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4. Appendices

Appendix A: Precinct-Level Network Diagram for Inn

oVote Products

= = = §p|Firewal PNO

—— Directencrypted connection between nodes

O MNetwark node

O Software product installed on netwark node
|| Software gateway

8 k.erberos ticket required overconnection

® Singleopen data-transferport
@ Server. may have multiple apen paorts

[ Firewall

Precinct
Computer
" MyVetronic
DRE ~
A Firewall PRI f
\\ Precinct CardReader ‘
'I.LKey Server H_ardv.l_vare_ f
Legend

Er  County-netwark keyserver
Kp  Precinct-netwark keyserver

I InnoVate software part
|_'_j Frivate network boundary

ReliaVote Precinct Edition FD

196



